
Website Security Analysis Report

Analysis Overview

URL Analyzed: https://staging-paylynxs.kinsta.cloud/

Analysis Date: January 07, 2026 at 02:53 PM

Analysis Status: SUCCESSFUL

Network Information

IP Address: 162.159.134.42

ASN: 13335

ASN Description: CLOUDFLARENET, US

Country: US

Description: Cloudflare, Inc.

CIDR: 162.158.0.0/15

Domain Information

Registrar: MarkMonitor, Inc.

Created: 2018-02-21T20:35:06.275000

Expires: 2028-02-21T20:35:06.275000

Last Updated: 2024-03-19T20:02:06.844000



Status: ['clientTransferProhibited
https://icann.org/epp#clientTransferProhibited',
'clientDeleteProhibited
https://icann.org/epp#clientDeleteProhibited',
'clientUpdateProhibited
https://icann.org/epp#clientUpdateProhibited',
'clientUpdateProhibited
(https://www.icann.org/epp#clientUpdateProhibited)',
'clientTransferProhibited
(https://www.icann.org/epp#clientTransferProhibited)',
'clientDeleteProhibited
(https://www.icann.org/epp#clientDeleteProhibited)']

Name Servers: peaches.ns.cloudflare.com, jerry.ns.cloudflare.com

SSL/TLS Security

TLS Version: TLSv1.3

Certificate Type: DV

Subject: staging-paylynxs.kinsta.cloud

Certificate Authority (CA): WE1

Google Trust Services

US

Valid From: Dec  2 18:44:05 2025 GMT

Valid Until: Mar  2 19:43:38 2026 GMT

Serial Number: 45177792D21A20B8113D7C980D6E6EFD

Security Headers

Present Headers:
PASSED: X-Content-Type-Options

Missing Headers:
FAILED: Strict-Transport-Security

FAILED: X-Frame-Options



FAILED: X-XSS-Protection

FAILED: Referrer-Policy

FAILED: Content-Security-Policy

FAILED: Permissions-Policy

FAILED: Cross-Origin-Embedder-Policy

FAILED: Cross-Origin-Opener-Policy

FAILED: Cross-Origin-Resource-Policy

Blocklisting Status

Overall Status: CLEAN

Services Checked: 2

VirusTotal
Status: CLEAN

Message: Domain is clean according to 0 scanners

Details: No threats detected by any security scanner

Google Safe Browsing
Status: CLEAN

Message: Domain is not blocklisted by Google Safe Browsing

Details: No threats detected

DNS Records

A Records (IPv4): 162.159.134.42, 162.159.135.42

WWW Records: www.staging-paylynxs.kinsta.cloud (A):
162.159.135.42, www.staging-paylynxs.kinsta.cloud
(A): 162.159.134.42

HTTP Headers

Header Value



nel {"success_fraction":0.01,"report_to":"cf-nel","max
_age":604800}

date Wed, 07 Jan 2026 14:53:36 GMT

vary Accept-Encoding

cf-ray 9ba4491fcc6bb946-ATL

server cloudflare

alt-svc h3=":443"; ma=86400

ki-edge v=25.0.0;mv=5.0.18

ki-origin g1p

report-to {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.c
om\/report\/v4?s=7afz02fGeoLOBTLIxZfgS%2Bd1FYZBNRPBEaMvh0AWjfGSK9wp93%2BjA4D0ofoG1AGS33jXHOl4x7lKaPvBYmU53mMbE8CYjKq4UiERmVvyT3ML7tQYG%2Fet38GjatLYixIDAs5cFa2ooK8s9QIK34NT"}],"group":"cf-nel","max_age":604800}

set-cookie __cf_bm=uRc4y332qkRkur2Ahcz54uMYgCKKArFwfY_FUHm9Jg
0-1767797616-1.0.1.1-nGlRwAcUobAc1HXOzLW6Xq_R6RAPfLdJ.kojywGuzj52fgl702y3WJ40R9.v.IhY1TSeoTo_tkPoB7XC.gO27P2PRhxO8VSXk0CLN974SMw;
path=/; expires=Wed, 07-Jan-26 15:23:36 GMT;
domain=.kinsta.cloud; HttpOnly; Secure;
SameSite=None

content-type text/html; charset=UTF-8

http_version HTTP/2

ki-cache-type None

content-length 172

cf-cache-status DYNAMIC

www-authenticate Basic realm="restricted"

ki-cf-cache-status BYPASS

x-edge-location-klb 1

x-content-type-options nosniff
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