Website Security Analysis Report

Analysis Overview

URL Analyzed: http://paylynxs.com/
Analysis Date: January 09, 2026 at 01:30 PM
Analysis Status: SUCCESSFUL

Network Information

IP Address: 162.159.134.42

ASN: 13335

ASN Description: CLOUDFLARENET, US
Country: us

Description: Cloudflare, Inc.

CIDR: 162.158.0.0/15

Domain Information

Registrar: GoDaddy.com, LLC
Created: 2006-01-21T05:07:55
Expires: 2026-01-21T05:07:55

Last Updated: 2025-01-22T12:16:18



Status: ['clientDeleteProhibited

https://icann.org/epp#clientDeleteProhibited’,
‘clientRenewProhibited
https://icann.org/epp#clientRenewProhibited’,
‘clientTransferProhibited
https://icann.org/epp#clientTransferProhibited’,
‘clientUpdateProhibited
https://icann.org/epp#clientUpdateProhibited’]

Name Servers: NSO1.PAYLYNXS.COM, NS02.PAYLYNXS.COM

Content Management System

CMS Detected: WordPress
Active Theme: paylynxs
Plugins Found: 1 plugins

* autoptimize

Security Headers

Present Headers:
PASSED: X-Content-Type-Options

Missing Headers:

FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:

Strict-Transport-Security
X-Frame-Options
X-XSS-Protection
Referrer-Policy
Content-Security-Policy
Permissions-Policy
Cross-Origin-Embedder-Policy
Cross-Origin-Opener-Policy

Cross-Origin-Resource-Policy



WordPress Security Analysis

XMLRPC.php Test: PASSED
Reason: XMLRPC.php is properly protected (HTTP 403)
HTTP Status: 403

WP-Login.php Test: PASSED
Reason: WP-Login page is not accessible (HTTP 404)
HTTP Status: 404

User Enumeration Test: PASSED

Reason: User enumeration is properly protected

Blocklisting Status

Overall Status: CLEAN

Services Checked: 2

VirusTotal
Status: CLEAN
Message: Domain is clean according to O scanners

Details: No threats detected by any security scanner

Google Safe Browsing
Status: CLEAN
Message: Domain is not blocklisted by Google Safe Browsing

Details: No threats detected

DNS Records
A Records (IPv4): 162.159.134.42

MX Records: paylynxs-com.mail.protection.outlook.com.
(Priority: 0)



TXT Records: "_globalsign-domain-verification=tPI2GGWtNDDFHoyBn
gvihuGRN7p3eqqc297PexOQoy",
"ca3-b16df117e2f04039825a5a2d73303c0b", "v=spfl
include:_spf.perfora.net
include:_spf.kundenserver.de include:amazonses.com
include:spf.phishingbox.com
include:spf.protection.outlook.com
include:_SPF.salesforce.com -all",
"google-site-verification=SfsYfzLn4taqdKvQzUOM8qBWc22D7€66 FHVGOESfEOKQ
"google-site-verification=ECclJBORG5JSCCQM-IVvBUNtQbFyOaUF_mNSJavh9gq

WWW Records: www.paylynxs.com (A): 162.159.134.42

Services Detected:

* Office 365 - Email hosted on Office 365

* Amazon SES - Amazon SES services detected

» Google Search Console - Google Search Console services detected

» Google Search Console - Google Search Console services detected

HTTP Headers
age 63

nel {"success_fraction":0.01,"report_to":"cf-nel","max
_age":604800}

date Fri, 09 Jan 2026 13:30:12 GMT

link <https://www.paylynxs.com/>; rel=shortlink
vary Accept-Encoding

cf-ray 9bb449b239419937-ATL

server cloudflare

alt-svc h3=":443"; ma=86400

ki-edge v=25.0.0;mv=5.0.18

ki-origin glp

report-to {"endpoints":[{"url":"https:\/\Wa.nel.cloudflare.c

om\Vreport\/\v4?s=jfnCGE%2FH6DirD9%2FwlgnSGegDXeA%2BraTOf49%2FwJO6skavzzB

content-type text/html; charset=UTF-8



http_version HTTP/2

ki-cache-tag 705168f4-2126-4cc0-b0f0-e79934499a01,29561dead508d
a77a93fc2d32ac6dabd2364c9a559d8c8c06624bedf79c0f6b4

cache-control public, max-age=0, s-maxage=3600
ki-cache-type Edge

last-modified Fri, 09 Jan 2026 13:02:02 GMT
x-kinsta-cache HIT

cf-cache-status HIT

content-encoding gzip

ki-cf-cache-status HIT

x-edge-location-kib 1

x-content-type-options nosniff
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