Website Security Analysis

Analysis Overview

URL Analyzed: https://bitapps.pro
Analysis Date: January 09, 2026 at 01:31 PM
Analysis Status: SUCCESSFUL

Network Information

IP Address: 162.159.137.54

ASN: 13335

ASN Description: CLOUDFLARENET, US
Country: us

Description: Cloudflare, Inc.

CIDR: 162.158.0.0/15

Domain Information

SSL/TLS Security

TLS Version: TLSv1.3
Certificate Type: DV
Subject: bitapps.pro

Certificate Authority (CA): WEL1

Report



Google Trust Services

us
Valid From: Nov 19 16:42:26 2025 GMT
Valid Until: Feb 17 17:42:19 2026 GMT
Serial Number: C767B42D0DD233150D9A58DE7D6B8489

Content Management System

CMS Detected: WordPress
Plugins Found: 8 plugins
* bit-assist

* breakdance

* breeze

« convert-rank-math-faq-to-accordion
» eazydocs

... and 3 more

Security Headers

Missing Headers:

FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:

Strict-Transport-Security
X-Content-Type-Options
X-Frame-Options
X-XSS-Protection
Referrer-Policy
Content-Security-Policy
Permissions-Policy
Cross-Origin-Embedder-Policy
Cross-Origin-Opener-Policy



FAILED: Cross-Origin-Resource-Policy

WordPress Security Analysis

XMLRPC.php Test:

WP-Login.php Test:

User Enumeration Test:

Blocklisting Status

Overall Status: CLEAN

Services Checked: 2

VirusTotal
Status: CLEAN

Message: Domain is clean according to O scanners

FAILED

Reason: XMLRPC.php returned unexpected steitus code: 520
HTTP Status: 520

PASSED

Reason: WP-Login page is not accessible (HTTP 403)

HTTP Status: 403

PASSED

Reason: User enumeration is properly protected

Details: No threats detected by any security scanner

Google Safe Browsing
Status: CLEAN

Message: Domain is not blocklisted by Google Safe Browsing

Details: No threats detected

DNS Records



A Records (IPv4): 162.159.136.54, 162.159.137.54

MX Records: mx2.zoho.com. (Priority: 20), mx.zoho.com.
(Priority: 10), mx3.zoho.com. (Priority: 50)

TXT Records: "atlassian-domain-verification=b5ixIBackecJwzKsAxG
bVNzQg3alLtanBzfoSqp4bS/yZQGJ0x03gAc8umSUApsFT",
"pinterest-site-verification=3920af124812d4141d8199b684303155",
"zoho-verification=2b74624818.zmverify.zoho.com",
"amazonses:3bm1UIn1a+Pz8sUY3GcP5QLctIBRxbQHWCepjo.zvmxk=",
"atlassian-domain-verification=EG3I5Xt/BF2HDoUYekUgMaChE:/PWIwVN3L1Le3(
"v=spfl mx include:zoho.com
include:bounce.bitapps.pro -all",
"google-site-verification=qgmZeH3VazX70EKkMuflpolTTCmQUvIXttGIF90JJD60g"

WWW Records: www.bitapps.pro (A): 162.159.137.54,
www.bitapps.pro (A): 162.159.136.54

Services Detected:

» Zoho Mail - Email hosted on Zoho Mail
» Zoho Mail - Email hosted on Zoho Mail
» Zoho Mail - Email hosted on Zoho Mail
* Atlassian - Atlassian services detected
* Atlassian - Atlassian services detected

» Google Search Console - Google Search Console services detected

HTTP Headers

age 2098
date Fri, 09 Jan 2026 13:30:59 GMT
link <https://bitapps.pro/wp-json/>;

rel="https://api.w.org/",
<https://bitapps.pro/wp-json/wp/v2/pages/118696>;
rel="alternate"; title="JSON";
type="application/json", <https://bitapps.pro/>;

rel=shortlink
vary Accept-Encoding
cf-ray 9bb44ad6cf87b037-ATL

server cloudflare



alt-svc h3=":443"; ma=86400
expires Fri, 09 Jan 2026 12:38:02 GMT

set-cookie __cf_bm=qgL528.eGuv8m7I5iWc_ACVIObfKActYLtmZ2UVBjGJ
[-1767965459-1.0.1.1-eY99STA_W1b4TKoFskJkbagXywaVN2KLpOR.DbioEc7ju.nDXni58¢
path=/; expires=Fri, 09-Jan-26 14:00:59 GMT,;
domain=.bitapps.pro; HttpOnly; Secure;
SameSite=None

content-type text/html; charset=UTF-8
http_version HTTP/2

cache-control max-age=0, s-maxage=2592000
last-modified Fri, 09 Jan 2026 12:38:04 GMT
cache-provider CLOUDWAYS-CACHE-DC
cf-cache-status HIT

content-encoding gzip

access-control-allow-origin *
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