
Website Security Analysis Report

Analysis Overview

URL Analyzed: http://headscan.io/clients/

Analysis Date: January 09, 2026 at 06:50 AM

Analysis Status: SUCCESSFUL

Network Information

IP Address: 89.42.218.55

ASN: 205275

ASN Description: ROMARG, RO

Country: RO

CIDR: 89.42.216.0/21

Domain Information

Security Headers

Present Headers:
PASSED: X-XSS-Protection

PASSED: X-Content-Type-Options

Missing Headers:
FAILED: Strict-Transport-Security

FAILED: X-Frame-Options



FAILED: Referrer-Policy

FAILED: Content-Security-Policy

FAILED: Permissions-Policy

FAILED: Cross-Origin-Embedder-Policy

FAILED: Cross-Origin-Opener-Policy

FAILED: Cross-Origin-Resource-Policy

Blocklisting Status

Overall Status: CLEAN

Services Checked: 2

VirusTotal
Status: CLEAN

Message: Domain is clean according to 0 scanners

Details: No threats detected by any security scanner

Google Safe Browsing
Status: CLEAN

Message: Domain is not blocklisted by Google Safe Browsing

Details: No threats detected

DNS Records

A Records (IPv4): 89.42.218.55

MX Records: mx01.whmpanels.com. (Priority: 10),
mx03.whmpanels.com. (Priority: 30),
mx02.whmpanels.com. (Priority: 20)

TXT Records: "v=spf1 include:relay.romarg.net -all"

WWW Records: www.headscan.io (A): 89.42.218.55

Services Detected:
No email hosting services detected



HTTP Headers

Header Value

date Fri, 09 Jan 2026 06:50:25 GMT

pragma no-cache

server LiteSpeed

alt-svc h3=":443"; ma=2592000, h3-29=":443"; ma=2592000,
h3-Q050=":443"; ma=2592000, h3-Q046=":443";
ma=2592000, h3-Q043=":443"; ma=2592000,
quic=":443"; ma=2592000; v="43,46"

content-type text/html

http_version HTTP/2

cache-control private, no-cache, no-store, must-revalidate,
max-age=0

content-length 1251

x-xss-protection 1; mode=block

x-content-type-options nosniff
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