Website Security Analysis Report

Analysis Overview

URL Analyzed: http://showyourlogo.com
Analysis Date: January 09, 2026 at 01:32 PM
Analysis Status: SUCCESSFUL

MALWARE DETECTED

Severity Level: MEDIUM

Indicators:

» Found 2 suspicious pattern(s)

Network Information

IP Address: 141.193.213.11

ASN: 209242

ASN Description: CLOUDFLARESPECTRUM Cloudflare, Inc., US
Country: us

Description: WPEnNgine, Inc.

CIDR: 141.193.213.0/24

Domain Information

Registrar: Network Solutions, LLC



Created: 1999-10-21T20:25:01

Expires: 2035-10-21T20:25:01
Last Updated: 2025-10-22T04:12:42
Status: [‘clientTransferProhibited

https://icann.org/epp#clientTransferProhibited]

Name Servers: DEREK.NS.CLOUDFLARE.COM, ZARIYAH.NS.CLOUDFLARE.COM

Content Management System

CMS Detected: WordPress
Active Theme: idea-showyourlogo
Plugins Found: 2 plugins

« gravityformsrecaptcha

» wp-search-with-algolia

Security Headers

Present Headers:

PASSED: Referrer-Policy

PASSED: X-Frame-Options

PASSED: Permissions-Policy

PASSED: X-Content-Type-Options
PASSED: Cross-Origin-Opener-Policy
PASSED: Cross-Origin-Embedder-Policy
PASSED: Cross-Origin-Resource-Policy

Missing Headers:

FAILED: Strict-Transport-Security
FAILED: X-XSS-Protection
FAILED: Content-Security-Policy



WordPress Security Analysis
XMLRPC.php Test: FAILED
Reason: XMLRPC.php returned unexpected steitus code: 405
HTTP Status: 405
WP-Login.php Test: FAILED

Reason: WP-Login page is accessible without CAPTCHA
protection

HTTP Status: 200
User Enumeration Test: FAILED

Reason: User enumeration is possible via WorcPress REST API

Blocklisting Status

Overall Status: CLEAN

Services Checked: 2

VirusTotal

Status: ERROR

Message: HTTP 204 from VirusTotal API
Details: API request failed

Google Safe Browsing
Status: CLEAN
Message: Domain is not blocklisted by Google Safe Browsing

Details: No threats detected

DNS Records



A Records (IPv4):

MX Records:

TXT Records:

WWW Records:

Services Detected:

141.193.213.11, 141.193.213.10

showyourlogo-com.mail.protection.outlook.com.
(Priority: 0)

"airtable-verification=dacf91ad4994f1c4e9bae76aae9
dfd1b", "v=spfl include:spf.protection.outlook.com
include:sparkpostmail.com ~all"

www.showyourlogo.com (A): 141.193.213.10,
www.showyourlogo.com (A): 141.193.213.11

» Office 365 - Email hosted on Office 365

» Airtable - Airtable services detected

HTTP Headers

date
vary
cf-ray
server
alt-svc
expires

accept-ch

critical-ch

cf-mitigated

Fri, 09 Jan 2026 13:32:02 GMT
Accept-Encoding
9bb44c65abalcbal-ATL
cloudflare

h3=":443"; ma=86400

Thu, 01 Jan 1970 00:00:01 GMT

Sec-CH-UA-Bitness, Sec-CH-UA-Arch,
Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile,
Sec-CH-UA-Model, Sec-CH-UA-Platform-Version,
Sec-CH-UA-Full-Version-List, Sec-CH-UA-Platform,
Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version,
UA-Mobile, UA-Model, UA-Platform-Version,
UA-Platform, UA

Sec-CH-UA-Bitness, Sec-CH-UA-Arch,
Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile,
Sec-CH-UA-Model, Sec-CH-UA-Platform-Version,
Sec-CH-UA-Full-Version-List, Sec-CH-UA-Platform,
Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version,
UA-Mobile, UA-Model, UA-Platform-Version,
UA-Platform, UA

challenge



content-type text/html; charset=UTF-8
http_version HTTP/2

cache-control private, max-age=0, no-store, no-cache,
must-revalidate, post-check=0, pre-check=0

server-timing chlray;desc="9bb44c65abalcbal"

referrer-policy same-origin

x-frame-options SAMEORIGIN

content-encoding gzip

permissions-policy accelerometer=(),browsing-topics=(),camera=(),clip

board-read=(),clipboard-write=(),geolocation=(),gyroscope=(),hid=(),interest-cohort=(),magn

origin-agent-cluster ?1
X-content-type-options nosniff
cross-origin-opener-policy same-origin
cross-origin-embedder-policy require-corp
cross-origin-resource-policy same-origin
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